Noction Flow Analyzer
DOCUMENTATION

Copyright ©2025 Noction Inc.



@ NOCTION Noction Flow Analyzer

NETWORK INTELLIGENCE

Table of Contents

TONFA OVEIVIEW......ooooiiiiieeeee ettt e e e e e e e e e e e e e e e e e e s e anaraaeeeeeeaaaaeaas 3
T.T NFA COMPONENTS. ..ottt e e e e e e et et eeeeeee e s e aaabaaeeeaaeeeaaassassassaeeaaeeaaaasssssssaeaaaeeeaaaasssssssesaaaeeeeaannnns 3
72 60 1= o3 (o] USSR 4
LR R D 1= o ET LSRR 5

2. NFAFUNCHIONANILY.. ..o e 6
2T FTONTENG. ...t e e e e et e e et e e e et e e e eaae e e e ateeeetaeeeeaaeeeeteeeeateeeeaareeeatreeeaaaeeeneeas 6

P2 B 0 - g oo T o SRR 8
2. T 2 WIGEES. et e e e e et e e et e e et e e e etaeeeeteeeeteeeeereeeeaaeeeaanes 12
2.2 DA EXPIOTE ... ettt e e e e e e e e e e e ——— e e e e e——eeeeea——aeeeeee——teeeeeaaraeeeeaaraaaens 15
2.2.7 GOUP & OFUEN. ...t e e ettt e e et e e et e e e et eeeeae e e e taeeeetaeeeeateeeeesseeeesseeennseeeennns 17
A A A |1 = £ S 18
2.2.3 FIREIING DY DBVICES.....ee ettt ettt e e e et e e et e e e etaeeeeataeeeeaseeeesseeeenseeeennns 19
2.2 4 TIME INTEIVAIS. ...t et e et e et e et e et e e e bt e e see e seeeseeeseeeneeeneeeaneeeaneeens 19
2.2.5 PerCeNTle FEPOITING.....ei ittt e e e et e e et e e e ta e e eeaaeeeeeaaeeeeaaeeeeeaaeeeeateeeennns 20
2.2.6 L2 ETNEINET DICTIONAIY. ... .eiieieieeeee ettt ettt e et e e et e e et e e e eaaeeesnbaeeesseeeennseesnnseeeennes 20
2.3 BGP Dal.. ..o iiieeieeie ettt ettt e e e et e e be e be e be e teeaaeeetteeabeeabeeabeeabe e beebeeaaeeaaeeaaeeenseenneenreas 21
2.3 T BGP REPOM ...ttt e e e e e e et e e e e e e e e e e aaaaeeeaeeeeeeeentaaaeeeaaaeeeeeenrnraaeaaaens 22
2.3.2 BGP SANKEY DIagram........cccueiiieiiie e ettt e et e e e et e e e et e e e e e e e eeareeeetaeeeaaneaas 23
2.4 SNIMP DA, ettt ettt et e et e et e et e e bt e st e saeeeseeeseeesbeeabe e st e bt e st e eaeeeneeenteenteenseenseenseeneeneensaennee e 24
2.0 ALBIES et e ettt e e e —eeeeteeeeat—eeeat—eeaa—aeeaateeeeateeeeataaeeataeeeaateeeaaaeeeenns 32
2.5.T Cre@ling AlBITS. ..ot et e et e e et e e ettt e e easeeeeatae e e nbeeeentaeeeanreeeeneeeeanraeeenneas 32
2.5. 2 MY ALBTES.... e ettt e et e e et e e e e taeeeeateeeetteeeateeeeattaeeetaeeeeataeeaareeens 34
2.5.3 ACTIVE ALBTES. ...ttt ettt et e et e et e et e et e e et e e e bt e e tee e tee e bt e enneeeneeeneeeneeeneeeneeenns 34
2. 5.4 HISTOTY OF AlBITS.... et ettt ettt e e e ta e e e at e e et e e easeeeaseeeaaeeeaseeenseeenseeenns 34
3. MANAGEMENT..........ooo e e aaaaaaaeaaens 35
KT I 1117101 (0] USSR 35
BT T AACING DBVICES. ...t et e e et e et e et e e et e e e eaaeeeeeaaeeeeaaeeeeataeeeeareeeeaeeeenneas 35
3. 1.2 MANAQING DBVICES....eeeeeiiiiie ettt ettt e e et e e e ettt e e e e s aaaeeeeesassaeeeeaasssaaeeeennssaeeesanssseeeeeanssseeeeennnses 38
3. T.3 DEIBTING DBVICES. ... e e e e et e e e e e e e e e e e aae e e e tae e e eateeeetteeeeateeeeteeeeeanes 38
3.2 CONfIGUIATION SETLINGS. ... eiiiiiiiieieete ettt ettt e et e e et e e e s e e eabeeeaaeeeaseeeaseesaseesaseeenseeentesenseeenseas 39
3.3 CUSTOM GIOUPS. .. tteeeeieeeeeeeettt et e e e e e e e ettt eeeeeeee e eaaaaeeaeeaeeeaa s ssasasssaeeaaeeeasssssssssssaaaaeeassssssssasseaeeeeeasnssssssnseeaaaeens 44
K D [o1 (o] b T [ TSRS 45
34T MAC AGUIESSES.....eveeeieieeiee ettt ettt et e et e et e et e et e e taeeesteessseessseessseeasseesssaeasseesssaeenseeansaeanseeensseensseensseennes 47
BA. 2 PTRIRECOIAS. ... et e e e et e e e et e e e et e e e e eaaeeeeaae e e eeaaeeeenneeeeenneeeennes 47
3.5 SYSTEM NOTTICATIONS. ...t e et e e et e e et e e ete e e teeeteeeeaeeeaeeeaeeereeenns 48
3.5.71 System NOTIfICAtIONS OVEIVIEW........ccuiiiiiiieieeiie ettt et ettt ettt e e et e e st e enbeenseeseesee e 48
3.5.2 System Notification Channels CONfIQUIAtion...............oooviiiiiiiiiice et 48
3.5.3 System Notification SUDSCHIPHIONS.......ooouiiiie et e 49
3.5.4 NOtification TEXt DELAIIS.......eeveeeieiieeieee ettt ettt sre et essbe e b e esseenseeseens 50
3.6 User Management and USEr DIFECIOMIES. ......cc.viiiuiieiieeeie ettt ettt ettt ettt eae e et e ereeeaeeeaeeennas 51
3.6.T USEr MANAQGEIMENT........eiiiiieiiee ettt e et e e e ettt e e e e e aa e e e e e sabaeeeeeaasaeaeesssseeaeaanssaeeeeesnsssaaeeassseeeeans 51
3.6.2 LDAP USEI DIFBCTONIES. ... .eeeiiieieeeee e e eeeet ettt e et e e e e e e e e e br e e e e e eeeeeeeeaassaaaeeeaeaeeeeaensnssssseeaaeeeaaannnns 91
3.0.3 TACACSH USEI QIrECIOMES. ... .eeeiieeiieeeiee ettt ettt ettt e et e et e e steeesaeesaae e saeeesseensseensseesnseesnseennseennns 54
3.0.4 GOOQGIE OIDC.......oiieiieeie ettt ettt e et e et e e e ta e e e aa e e e ta e e e b e e e abaeeabaeeabeeeaeeeteeetaeeraeenaaeeenaeenns 56
30,5 RAGIUS. ...ttt et e ettt et e et e e taeeeta e e tteeateeanbeeanaeeenbeeenseeenseeenneeenseeesaeens 58
3.7 SSL/TLS COITIfICAtES. ....eeeeeeeeee ettt e e e e e e e e et e e et e e e eaaeeeeeaaeeeeaeeeeeaeeeeenseeeeneens 61
3.8 PEISONAIIZATION. ... .eeeiieiieeeiee ettt ettt et e et e et e et e e te e e he e e tb e et e e ataeeetaeeeabeeanbeeanseeansaeenseeensaeenseeenneas 61
3.0 LICBNSE STATUS....ce ittt e e e e e e e e et a— e e e e e e e e e e e e aat———aataaaeeeaaana—a—aaaaaaeeeaaaanaaraaaaeaaeeeeaaanes 62
R O o T Tod 00 T=] 0 1o o PSRRI 62
BT T INFA VEISION. ...ttt ettt e e e e e e e et aaeeeeeeeeeeeaaaaassaeseeaeeeeaasssssassseaaaeeeeaassssssseaeeeeeeaannnes 66
S T2 NFA CRANGIOG. ... ettt e e et e e et e e e aae e e eteeeeeabeeeeatseeeeasaeeaaseeeesseeeenseeeeanseeeanns 66
B T3 BIllING INTO. .ttt ettt et e e e e et e et e e e b e e et e e eab e e e abeeeabeeebeeebaeebaeeteeeaeeeraeeneas 66

4.User Profile, Requirements, SUPPOIt...............ooooimiiiii e 67
AT USEE PIOIE. ...ttt ettt et e b e e beesseessaessseesseesseenseenbe e seeeseesaeeesseenseenseenseenneenee e 67
4.2 SYSTEM REQUITEIMENTS. ...ttt ettt e e e et e e e e st ae e e e e aaaaeeeeesassaeeeeanssaeeeeesssaeaeesanssseeeeaanssseeeeennnnees 70
O IV o] 1o | T RRRUSUO TSP PPT 70

5. Flow export configuration on network devices...................ooooiiiiiiiiiiiie e 70

NFA Documentation Page 2 of 76



NETWORK INTELLIGENCE

@ NOCTION Noction Flow Analyzer

1. NFA Overview

Noction Flow Analyzer (NFA) is a web-based network traffic analysis, monitoring and alerting
tool. The product enables engineers to optimize their networks and applications performance,
control bandwidth utilization, do the proper network capacity planning, perform detailed BGP
peering analysis, improve security, and minimize network incidents response time.

1.1 NFA Components

Noction Flow Analyzer contains a few fundamental components, which working together
implement the main function of NFA - offer timely traffic flows information that is easy to
interpret and analyze.

COLLECTOR >
NFAflowd — NFAPUSHd —
«— NFABGPd —| Message
DATABASES Broker
MySQL, ClickHouse
— NFAAggd —
| 99 NATS
— NFAAlertd —
NFAAPId
>
FRONTEND

Collector (NFAflowd) receives, analyzes, and processes all traffic transiting a network.

Databases: NFA uses two databases: MySQL (configuration) and ClickHouse (Data Mart), that
act relating to the central repository which stores processing results.

NFAAPId represents a set of secure web services that collect data from Databases. A valid
NFA user-id is required to access most of the API services. Access NFA’s frontend to manage
users or configure external User Directories. NFA APl uses an authentication mechanism
based on authentication tokens. The token is passed as a query parameter for all API
requests that require authentication.

NFABGPd stores and keeps all routes and adds AS Path to traffic flow.

NFApushd is used to send notifications and alerts to the end-users.

NFAaggd periodically aggregates flow data that is stored in the database and flushes data
according to the configuration parameters
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NFAalertd is used to detect and generate alerts based on the alert settings set by the end-user.
Msg. Broker is used for communication between the NFA components.

Frontend represents a complex browser application that interacts with NFAAPId. It offers a
comprehensive set of reports, graphs and flows information that can reflect the current and
historical state of a network.

1.2 Collector

The collector is one of NFA's most important components. It receives, analyzes, and processes

all traffic transiting the network and transfers data in a compatible mode to NFA Databases -
MySQL and ClickHouse. It processes the most common types of Flow: NetFlow, sFlow, J-Flow, IPFIX,
NetStream.

sFlow (6343 port) is a protocol designed for monitoring network, wireless and host devices.
Developed by the sFlow. org Consortium, this protocol is supported by a wide range of network
devices, as well as routing software and network solutions. sFlow, short for “sampled flow”, is
an industry-standard for packet export at Layer 2 of the OSI model. It provides the means for
exporting truncated packets, together with interface counters. It’s a packet sampling for an

N number of packets with all required statistical information and expedited to the destination
collector. The information details taken from the packet are the headers from Layer 3 and 4 and
some information about the upper layers’ data only. For example, if the HTTP protocol is present,
sFlow will guarantee data confidentiality since it will not extract the information from the packet
and will not collect all network sessions.

NetFlow (2055 port) is an IP network statistics protocol developed by Cisco Systems, Inc. that
offers the ability to collect IP session network traffic as it enters or exits an interface. By analyzing
the data that is provided by NetFlow a network administrator can determine things such as the
source and destination of traffic, class of service, and the cause of congestion. Juniper routers
offer a similar feature called J-Flow which in its essence is the same Cisco NetFlow protocol.

Flow statistics are captured and stored in DB which NFA’s graphical interface subsequently offers
to users as dashboards, charts, and reports with filtering, grouping, and aggregation functions.

Network devices should be first configured to forward Flow statistics to NFA in order for it to get
the initial data to operate on. NFA listens to Flow stats on the default protocol ports. Flow ports
can be changed from the Configuration Settings section of NFA's Front End.

Note: Set the frequency of Flow exports on network devices as frequently as possible. For best
results export intervals should be set to 1 min or even less.
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1.3 Databases

NFA processes huge volumes of data and uses two databases to store all the related
information: MySQL and ClickHouse. The accumulated information is used by other NFA
components to provide a graphical view of flow parameters.

MySQL is the most popular Open Source SQL database management system, developed,
distributed, and supported by Oracle Corporation. It plays the role of NFA's system data
depository which possesses configuration, dashboard, device, and user information.

ClickHouse is a column-oriented database management system (DBMS) for the online
analytical processing of queries (OLAP).

ClickHouse benefits:
 Extremely Fast scans that can be used for real-time queries.

Real-time data ingestion

Parallel processing for a single query

Hardware efficient

Scales well both vertically and horizontally

The most important ClickHouse tables are:
« BGP
 Database version
* Flowsl
* Flows2
* Raw
 Template_flows

Flows Tables comprise the meaningful flow data.
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2. NFA Functionality

NFA main page is designed to display a dashboard of choice and offer facilities to access all
application features via its main menu, navigation buttons, and links. Use Global Search (Ctrl
K) to effortlessly steer the application using keyboard shortcuts.

Fiow  Total traffic throughput

Flow - Total packets throughput Flewe  Traffic throughput by IP version [Top 1f

Flew  Top throughput by protocels [Top 10 BGF  Traffic throughpur by AS path [BGP) [Top 10

i b pisasariit it er tesen Tty ity

414 - L22Mbps
100 - 481 B1Khps

When installing NFA for the first time, a Welcome Wizard pops up on the screen. It showcases

and guides you through the system, displaying the list of available NFA features and how they
work. This makes the first-time user understand all the product capabilities & configuration
procedures a lot easier and faster.

L@ Introduction

79 NOCTION

FLOW ANALYZER

If at any time you decide to go through the wizard steps again, you can do so by navigating to
your Username > Profile > General and restarting the wizard.
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When you click on “Get Started,” you’'ll be guided through key information about NFA. The
first step introduces you to Licensing, where you can view your License status, ID, and
even change the license. Next, you’'ll have the option to customize your theme, choosing
between light, dark, or auto modes. As you continue, you’ll explore the main resources and
functionalities of NFA, including Adding/Editing Devices, NFA Dashboards, Data Explorer,
Alerts, BGP Data, SNMP Data, and SSL/TLS Certificates. An example you can see in the
image below.

lea  SNMP Data

-

Additionally, the Welcome Wizard provides easy access to the NFA Documentation, ensuring
you have all the resources you need at your fingertips.
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NFA dashboards are the specific sets of flexible and interactive visualizations, designed for

quick analysis of the network traffic data and informational awareness. Dashboards consist
of widgets - containers with graphical representations of specific data, which can be added,
edited, positioned, deleted or modified as you like.

* Dashboard +

Flow = Traffic throughput by |P version [Top 10

Fiow  Total traffic throughput Fiow Total packets throughput

Flwi  Top throughput by protocols [Top 10 How  Traffic throughput by next-hop [Top 10 BGP  Traffic throughput by AS path (BGP) [Top 10

201 - TS4.31Kbps

CF - 1.14Mbps
6.12Kbps

T4E K

NFA allows users to set up multiple dashboards. To see a list of existing dashboards, click the
All Dashboards link in the top menu.

= All dashboards -

Predefined dashboard

Test Dashboard
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Dashboards are grouped for easy access into recent, favorite and all. For each dashboard, the
directory displays the following information:

e Name: The name of the dashboard

e Description: Dashboard user-defined description

* Favorite: a state marked by a star icon

e Created by: The user who created the dashboard

e List of widgets: widget names used in the dashboard

e Default status: the default dashboard the user lands on when logging into NFA

Creating a new dashboard
You can easily create a new dashboard in NFA from the All Dashboards directory.

Click the “ADD DASHBOARD"” button. A pop-up will appear. Choose if you'd like to create a
dashboard from scratch or build one based on an existing dashboard.

Create New Dashboard

Select one of the following options:

® D

Create new dashboard from scratch Create from the existing dashboard

Select the widgets you’d like to add to your dashboard.

Create New Dashboard

Select Widgets you would like to include In your new dashboard:
Octets counter 0] B < Top conversations

Top Destination Countries [l Top Destination IPv4 Addresses

Top Destination IPv6 Addresses ©) O < Top Source IPv4 Addresses

Top Source IPv6 Addresses [l Top Speaking Countries

Top throughput by protocols 0] B < Top Types of Service
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Provide a meaningful name and description for your dashboard. Mark if you'd prefer it to be a
“Shared” (all NFA users will have access to dashboard) and/or “Favorite” dashboard.If you want
the dashboard to be deletable, check ,,Deletable”. Press “SUBMIT” to continue.

Create New Dashboard

Dashboard name

Network Capacity Planning

Dashboard description

Historical data on network utilization.

(] Faverite (] shared @ Deletable

Alternatively, you can create a new dashboard by cloning an existing one in the All Dashboards
directory.

In = pll dashboards -

Predefined dashhoard

Managing Dashboards

Access any of the dashboards you’ve created or had admin rights to. Click the padlock icon in
the top menu to add, edit and delete widgets or customize the dashboard’s layout.

Selecting time in Dashboards

The Interval Picker, available on the Dashboard, Data Explorer, BGP Report, Sankey, and SNMP
Report, offers users the ability to conveniently select specific time ranges. From the “Time Pre-
sets” option, users can quickly choose commonly used intervals such as a particular day, week,
or month, making it easy to focus on the most relevant data.
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Flow  Traffic throughput by IP version [Top 10

Flow Traffic throwughput by next-hop [Top it

Additionally, users have the flexibility to define their own time range through the “Custom”
option. By selecting specific start and end dates, they can tailor the time frame to their exact
needs, offering greater precision and control over the data displayed.

BOP  Traffic throughput by AS path (BGP} TTop 10]

Deleting a Dashboard

Click the “Delete” icon on the dashboard you’'d like to get rid of in the All Dashboards directory.
You can only delete a dashboard if you created it, or if you‘ve been granted the corresponding
admin rights.

Timeout allows you to undo the unintentional deletion action for dashboards, preventing the
accidental deletion of critical information.

Timeout Notification Manager

You have deleted 1 record.
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All network traffic information in NFA is graphically represented by widgets, which are the main
dashboard elements. Widgets encompass a particular query focusing on the desired network
feature. A library of widgets is maintained by NFA and allows users to reuse them across all
dashboards.

Widgets list

| BGP Report & les  DNS Group by srcrdst prefix infe.. & O I @

4 DNS not quadg or facebook £ On [ et FQDN filter

=1 Group by ASPathsresdstandsre. &7 (D [0 [ |z« Group by interface and exporter

| Group by src country and dstcit.. & O T [ | ez groupbyi3ip

=1 GroupBy srcfdst aspath and infe.. & O [ [ [ 1 |z GroupBy SRC/DST prefix

Use the Add Widget function available on each dashboard to see the library of existing widgets
and place the desired ones on a dashboard.

You can easily create a new widget from scratch by proceeding to Data Explorer in the top
menu, selecting the filtering and grouping options and subsequently saving the Data Explorer
view as a new widget to the desired dashboard.

Protocol

5 335.58M8

TCP (8)

68 of 79 Columns Displayed -
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Alternatively, you can create a new widget by duplicating an existing one. Click on the existing
widget name to open it in Data Explorer. Make desired modifications and save it as a new widget.

Feel free to change the widgets graph settings, appearance as well as the legend position by
clicking the appropriate buttons in the top right corner of the Data Explorer graph or the actual
widget.

%: OFF & .l

Display As

“ Area

Line

Bar

Column

Pie

Wheel
Inc. (16625) | Nocsoft S.R.L. (62154) - 2.89GB
ocsoft S.R.L. (62154) - 8.02GB

To edit an existing widget, click the corresponding icon next to its name either in the widget
library or on a dashboard. Please note that predefined widgets can not be edited.

= Dashboeard ~

625.65Kbps . 154.167.35) - 38.08Kbps

Flow  Tep throughput by protocels [Top 10 Flow & [Tap 1€ Flew  Top Destination IPv4 Addresses [To

PPFIFESRTIUR-vT PO 5 PUL PRS00 SV SARRE/ VS £ W FFPEY B A1

z 465.03Kbps " e 15] - 106.07Kbps.
81,84 - 625.68Kbps &+ (1853 204.37Kbps

b

s

21305KDpS - R s I ps s MO - B7LB2KNpS . MO -120.73Kbps e LMD - 109.39Kbps e (E | MD - 82Kbps
iL - T16.52Kbps - [ SKbps = a- MO | MD - 788.01Kbps v GE | MD - 140.03Kbps —+- DE | |
144, s -+ 57 HiES 4w & Edpell (185.34.202.35) 1217Mbps. * CISCO-ASR _ )z 215.8Mbps
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An information icon provides details about the widget, including parameters, filters and refresh
interval. Also, you can keep the widget up to date by clicking the refresh icon.

= Dashboeard ~

Flow  Top throughput by pr

Flow  Top Destinatlon Countries [Top 10]

Laz og

o |E-B7.18Kbps

DE-134.95Kbps =

NFA Documentation

O - B71.B2KDps
A - 89.64Kbps

625.65Kbps

Lo9Mps @ 1
227 68bps

\0- 10939Kbps s IE | M
10 - 140.03Kbps s DE| |

oW Top Speaking Cauntries [Tap 10]

Flew  Top Destination IPv4 Add

E5.03KDpS -«

T.06Kbps © 183.! §25.68Kbps &+ (185.34.20

® [ 2

0255 1217Mbps

| - 354.00bps

235.8Mbps
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Data Explorer provides detailed network traffic stats in both chart (when possible) and report
forms. “Group & Order”, “Filters” and “Narrow by” functions are available to focus or broaden
attention to the desired aspects of network traffic.

Data Explorer can be accessed either from the Main Menu or by clicking on any widget'’s
header on dashboards. Any grouping and filtering criteria previously setup in widgets will
auto-populate in Data Explorer.

Data Explorer takes the ensuing statistics from the DB table Flows which includes but is not
limited by the following:

e Time e MPLS VPN Route Distinguisher ¢ Pseudowire ID
* Source and Destination Address e MPLS Top Label TTL * Pseudowire Type
e Source and Destination Port e MPLS Label Stack Length e Pseudowire Control Word
e Source and Destination VLAN e MPLS Label Stack Depth * BGP Local Preference
e Source and Destination Mask e MPLS Top Label Exp e BGP MED
* Source and Destination AS Number ¢ L3IPTTL * L2 Ethernet Type
e Source and Destination AS Path e L3IPminTTL e Exporter Address
* Source and Destination AS Path e L3IPmaxTTL e Exporter ID
e Source and Destination Country e L3 IP Total Length e TCP Flag
* Source and Destination City e L3 IP min Total Length * Flow Role
* Source and Destination L2 MAC e L3 IP max Total Length * Length
Address e BGP Community * Exporter AS
e MPLS Top Label to Top Label 9 e TOS - Type of Service * Application Name
e MPLS Top Label Type e Protocol e Application Name Custom Group
e MPLS Top Label IPv4 Address e Input Interface e Application Name Length
e MPLS Top Label IPv6 Address e Output Interface e Source and Destination FQDN
* MPLS Top Label Prefix Length * Next Hop Address address

NFA by default uses SUM aggregation functions over Packets and Octets flow metrics.

LazcE

68 of 79 Columns Displayed «
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Data Explorer functions:
e Group by - specifies how to group data.
* Filters - specify only the data of interest to include in results
e Narrow By - specify from what locations, network devices, and/or interfaces to consider the stats

e Time horizon - sets the time interval to explore

e Packets depict whether Packets, Octets, bits/s metrics are aggregated and plotted on charts

e Save | My Filters allows saving a specific set of selected filters with their corresponding
values to “My Filters” library for future use.

* Run query - runs the query and retrieves data

e Save as widget - prompts for a widget to be added to the library with this exact combo of
filters and group by criteria

e Display as - chart type icon allows switching between different ways to plot result data

Advanced Options

Another option allows you to select a specific unit prefix, ensuring that the data displayed in
both the graph and table is consistently presented with your chosen unit prefix.

By default, the unit prefix is set to “Auto.” However, you can choose from the following options:
auto, kilo, mega, giga, tera, peta, and exa.

To hide/show specific table columns, click the corresponding “Hide/Show Columns” dropdown
option.
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Grouping is one of the essential criteria for analyzing data.

Grouping by source or destination indicates whether the traffic is inbound or outbound. Grouping
by the port highlights what amount of traffic the network has for different applications and so on.

Using the default unidirectional grouping, we can specify one or more Flow attributes to be
analyzed. Note that the top results shown in the graph/table can be dependent on a particular
traffic direction based on the selected grouping criteria.

To group the results by either all source and/or destination prefixes or by specific prefix sizes,
goto Data Explorer > Group & Order and introduce the desired prefix grouping parameters.

Prefix Grouping:

B8 Group by Source Prefix &% Group by Destination Prefix

With the bidirectional grouping, traffic between different points (IP addresses, ASes, cities,
countries, ports, L2 MAC addresses) will be displayed in a single table/graph with ordering done
by the sum of traffic in both directions. When performing queries with bidirectional grouping,
the results are shown regardless of the actual source/destination parameter. Instead, they are
selected based on the actual amount of traffic, number of flows, etc., passed from one point to
another.
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Filters are used to constrain the analyzed data to a particular subset that matches filter criteria.
Filters can be applied while working with Dashboards or within Data Explorer. It is a very impor-
tant feature as it saves time and significantly reduces the workload.

Preconfigured Custom Groups (see section 3.3) can be used as filters. To do so, select a filtering
condition, e.g. Source or Destination Address and type in the custom group’s name, then run

your query.

) Data explorer

it Octets

Last 4 hours
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NFA users can filter flow data in Data Explorer or dashboards by devices that have been initially
added to the system as well as interfaces. There is an option to select one/multiple devices/
interfaces or groups of devices assigned to specific locations (sites).

Data explorer

22  Octets

Last 4 hours

Select Location(s) / Device(s) / Interface(s) ~

LOCATIONS

Flow sources are matched to configured devices by Exporter IP only or Exporter IP and Exporter
ID (if such has been provided).

Time intervals govern how fast and how detailed
the resulting data can be. When a query extends
over a long time interval or checks data farin the
past the results will be less granular compared
to shorter and current time intervals.

5 Data explorer
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95th percentile is a popular network calculation used for reporting and billing burstable network
usage. It typically serves as a baseline for traffic utilization metering on a network. Starting with
NFA v 21.06, percentile value calculation, be it for 95th or any other, is available for packets,
octets, and flows.

Go to Data Explorer, click the % icon, specify the percentile you want NFA to calculate, add any
filtering conditions, and hit the “Run Query” button. Note, NFA calculates the Xth percentile,
where X is an integer between 1 and 100. Feel free to save your view as a widget and add it to
any of your dashboards.

Percentile

The Ethernet Type field in Ethernet frames (used in the EtherType header) is a 2-byte (16-bit)
value that identifies the protocol encapsulated in the frame payload. These values are defined
and managed by the IEEE, and they allow different network protocols to be recognized and
processed.

In Data Explorer, users can conveniently filter data by selecting the L2 Ethernet Type. This filter
provides a clearer understanding of traffic distribution based on Ethernet types. This allows for
precise, protocol-specific insights by displaying only the relevant data in the output. Additionally,
the data can be grouped by L2 Ethernet Type, making it easier to analyze patterns and trends
across different protocols.
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Data explorer

L2 Ethernet Type

p

INTERNET PROTQCOL
VERSION 4 (IPV4) (2048)

Destination Address Name

BERKELEY TRAILER ENCAP/P
{4027)

BERKELEY TRAILER ENCAP/IP
|4098)

BERKELEY TRAILER ENCAP/IP
(4059)

BGP Data is delivered as an optional add-on to Noction Flow Analyzer.

NFA overcomes the limitation of BGP support in traditional NetFlow. It employs a collection of full
BGP data from BGP tables of edge routers, extracting the required BGP attributes. NFA extracts
BGP attributes such as AS PATH and matches the obtained data with a corresponding flow
record from Flow DB tables. This enables NFA to see and filter on the full BGP path, not just the
next hop, first three or last three AS numbers.

Enabling BGP data will require you to establish a BGP session between at least one of your
routers and NFA.
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Use the BGP Report section to see BGP data obtained from your devices. The BGP Route
advertisements and withdrawals can now be visualized both in a graph and table mode.

Filter, group, and search data according to your needs. Create and add custom widgets to any
of your dashboards.

* BGP repart ~

BGP Updates [Top 10]

|
@ @ L L T o T e T

Local Preference

Next Hop

General
Prefix
Mext Hop
Drigin
AS Path
Loc
ALD
Apg

BGP Route advertisements and withdrawals can be visualized both in a graph and table mode.
BGP Routes representation helps provide a greater view of prefix reachability inconsistency
details obtained from the connected devices. Users can analyze the effect of routing changes by
reviewing all routes active in the selected time window or filter results down to a specific prefix.

* BGP report ~

Advertise/s «~

AGGREGATE BY

() Route

DISPLAY IN

Preference
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NFA offers a great way to visualize the Internet traffic routing criteria along with traffic volume
using a Sankey type diagram. Its extensive filtering capabilities can provide you with a clear
picture of the paths your traffic is taking, the countries regions or cities you traffic originates
and terminates in, traffic volume distribution by different paths, best potential new peering
candidates, and a lot more.

The list of available filters is listed below:

e Time e MPLS VPN Route Distinguisher ¢ Pseudowire ID
* Source and Destination Address e MPLS Top Label TTL * Pseudowire Type
e Source and Destination Port e MPLS Label Stack Length e Pseudowire Control Word
e Source and Destination VLAN e MPLS Label Stack Depth * BGP Local Preference
e Source and Destination Mask e MPLS Top Label Exp e BGP MED
* Source and Destination AS Number ¢ L3IPTTL * L2 Ethernet Type
* Source and Destination AS Path e L3IPminTTL e Exporter Address
* Source and Destination AS Path e L3IPmaxTTL e Exporter ID
e Source and Destination Country e L3 IP Total Length e TCP Flag
* Source and Destination City e L3 IP min Total Length * Flow Role
* Source and Destination L2 MAC e L3 IP max Total Length * Length
Address e BGP Community e Exporter AS
e MPLS Top Label to Top Label 9 e TOS - Type of Service * Application Name
e MPLS Top Label Type e Protocol e Application Name Custom Group
e MPLS Top Label IPv4 Address * Input Interface e Application Name Length
e MPLS Top Label IPv6 Address e Output Interface e Source and Destination FQDN
* MPLS Top Label Prefix Length * Next Hop Address address

3+ Sankey diagram ~
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Click “Advanced Options” to increase/decrease the
number of BGP paths visible on the diagram, show/
hide the AS path prepends as well as the upstream/ e
downstream ASNs info. i

Advanced Options

Another option allows you to select a specific unit
prefix, ensuring that the data displayed in both the
graph and table is consistently presented with your
chosen unit prefix.

By default, the unit prefix is set to “Auto.” However,
you can choose from the following options: auto,
kilo, mega, giga, tera, peta, and exa.

SNMP Data provides detailed network traffic stats in both graph and table formats. Make sure
the SNMP v2c or v3 details are provided for the Devices of interest under the Inventory section.
“Narrow By” Locations, Devices, or Interfaces and “Group By” Agent Address and/or Interface
SNMP Index to focus or broaden attention to the desired aspects of network traffic.

SNMP Data Explorer can be accessed either from the Main Menu or by clicking on any widget’s
header on dashboards containing the “SNMP” tag. Any grouping and narrowing by criteria
previously set up in widgets will auto-populate in SNMP Data Explorer.

SNMP Explorer supports the addition and execution of multiple parameter sets simultaneously.
This allows users to input several SNMP parameters and run them concurrently, streamlining
the monitoring process and providing a more comprehensive view of network performance.
Parameter sets can be renamed / saved and imported later on when required.

02.35) 3T43Mbps % CISCO-ASR (125.34.202.34) 248.05Mbps
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The table view can facilitate quicker decision-making based on SNMP metrics.

For traffic direction we can choose options:
* |Ingress + Egress

* Ingress

e EQgress

Parameter set 1 GRAPH m

Interfaca SNMP Index | Agant Address

114} | CISCO-ASR {185.34.202.34)

) | CISCO-ASR {185.34.202.34)

/2.14 (14} | CISCO-ASR (185.34.202.34)

516) | Edge01 (185.34.202.35)

~ ge-0f2/2.0 (586) | Edge01 (185.24.202.35)

/5 (8) | CISCO-ASR {185.34.202.34)

{15} | CISCO-ASR (1B5.34.202.34)

{13} | CISCO-ASR (185.34.202.34)

SCO-ASR {185.34.202.34)

~  GIOMO/2 (5) | CISCO-ASR (185.34.202.34)

We can group agent addresses and interfaces, allowing us to visualize the data in both table
and graph formats. For each device, in this case Edge0l1 and CISCO-ASR, it is displayed the
minimum, maximum, average, total, and percentile data.

Parameter set 1 GRAPH m

Agant Address

«  Edged!{185.34.202.35)

w CISCO-ASR (18534 202.34)

The data can be visualized in graph format also. This comprehensive view enables clear and
insightful data visualization.
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Farameter set 1

In this use case, we can select all interfaces from a device and group the data by the interface
SNMP Index. The data is presented in both table and graph formats, providing a clear and
comprehensive view.

Parameter set 1 GRAPH m

Interface SNMP Indox

w B48

Irterface SHME Index 3

Data is displayed also in graph mode.
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Click the Gear icon to open up Settings for a specific Parameter Set. Select the desired metric
to be displayed. Choose the points interval for the graph, e.g. auto, hour, day, week, etc. You
can also limit the graph/table to show the desired top N results (top 10 is the default value) for
a simplified and more focused data visualization.

The available metrics include:
* octets

octets/s

unicast packets

unicast packets/s

bits

bits/s

The available points intervals include:
* auto
* hour
e day
* week

month
* year

Additionally, we can specify the number of values to be displayed in both the table and the
graph in Show Top field (by default 10).

A functionality for SNMP includes the ability to specify percentile, which is then visualized as
a plotline on the graph, providing a clear representation of the percentile distribution. The
advantage of using percentiles in SNMP monitoring is that it allows for a more nuanced view of
network performance by highlighting data distribution rather than just average or peak values.
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~  Parameter set 1

Metric

bits/s

Foints Interval

auto

Show Top

= |0

Percentile

- 95

(#) Add Mew Empty Sat (#) Import Saved Set

To save a specific Parameter set, click on “Save button”.

In Save Parameter Set provide the following information::
* Name

* Description
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Save Parameter Set

2 SMMP Traific a'-;1a!;,-sd

SNMP index, Agent Addrass

Saved Parameter Set you can find by clicking on “Import Saved Set”.

~ Traffic Analysis

To display the widget on a specific dashboard, click on “Save changes.”
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We should fill out the following fields for the widget:
e Name
e Description

If you want this widget to be visible to everyone, you can check the “Shared” checkbox.

Select the dashboards where you want the widget to appear and set the Refresh Interval (default
is 5 minutes). Information about parameters is also displayed.

Once you've completed all the necessary settings for the widget, click on the “CREATE” button.

Create widget

NFA Documentation Page 30 of 76



NETWORK INTELLIGENCE

U NOCTION Noction Flow Analyzer

The widget is showcased on the Predefined dashboard.

SNMF  Interfaces Traffic Analysis [Top 10]

15) 401.92KB

Fow  Total traffic throughput Fow  Total packets throughput Flow Traffic throughput by IP version [Top 10]
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2.5 Alerts

NFA lets you set up a robust and customizable alert system that can proactively notify you
when important conditions are detected in your network traffic data. You can configure alerts
based on different characteristics and parameters of your network traffic: volume changes,
frequency, specific traffic type existence, duration, baseline or a complex combination of such

characteristics.

2.5.1 Creating Alerts

1. Go to Alerts > My Alerts and click the “Create New Alert” button.

2. Enter a meaningful Name and Description for the Alert. Select an appropriate Priority
Level: Low, High or Critical.

= Alert Thresheld Conflguration

New Alert

SELECT DEVICES

When setting up numerous Rules with complex logic, checkmark and fill out the corresponding
“Use Complex Logic” field. Hit Apply.

B use compLEX LOGIC

4. When relevant, checkmark and indicate the time interval during which the condition
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should exist for an Alert Notification to be sent. Alternatively, checkmark and specify the
number of times an alert condition should change its state to “True” (e.g. Abnormal traffic
behavior detection scenario) within a specific time interval for the Alert Notification to be
sent. Proceed to Next Step.

B conbiTioN(S) MUST EXIST FOR MORE THAN

@ conDITION(S) = TRUE X TIMES

0 ] Seconds

. On the Alert Details page, select if you’'d like the alert to be activated immediately or at a
later date/time. Indicate the time interval between notifications, alert reset conditions and
snooze options to reduce alert fatigue.

New Alert

ACTIVATION OPTIONS: SNOOZE ALERT NOTIFICATIONS

Activate on date/time  ~ 04/11/22 12:24 PM Day of the week: Snooze alert for:
Sunday v All day
INTERVAL BETWEEN NOTIEICATIONS:

0 8 Minutes DESTINATION: (Email / Slack)

Destinatio
RESET ALERT:

- | ion,
Reset on next check if no longer true (Recommended) JrerpeRnoston.con

support@noction.com

B sHarep AverT:

6. Indicate email(s) or Slack channel you'd like the Alert Notifications to be sent to and

proceed to the Next Step.

Note: The notification channels must be properly set up from the Management > System
Notifications > Notification Channels section for users to receive alert notifications.

7. Review your Alert details, Notification Channels and Save Alert.

NFA Documentation
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2.5.2 My Alerts

Noction Flow Analyzer

My Alerts section contains a list of Alerts that have been created by your NFA users. Depending
on the user access level you can edit, duplicate, delete alerts or turn them on/off.

Alerts & Notifications 3 : L My Alerts
on/off Name Last Edited Created Created by Actions
Bandwidth Level Clase o Commit lorem ipsum dolor ST amet 10.24.19 10.17.19 Jahn Smith Pl o)
o
2.5.3 Active Alerts

Active Alerts section allows you to view the triggered alert details, triggered alert date/time, and

allows you to reset (acknowledge) alerts.

Alerts & Notifications A Active Alers
19 Critical 129 High 209 Low
Alert Name Triggered at
| Bandwidth Level Close to Commit in London Data Center 10:07 AM 10.22.19
| Paotential BGP Hijacking of 4512345 1218 PM 10.21.19

Sort by Priority -

Created by Actions

pecvitans veoeatse /(D)
john Smith View Details v & m

Note: When you reset (acknowledge) an alert you are taking ownership of it. This means you
are aware of the conditions which triggered an alert and are taking action to solve the issue.

Follow your company’s guidelines on further actions once you acknowledge/reset a triggered
alert. Acknowledged/Reset triggered alerts will be flagged with your user name and moved to

the History of Alerts section.

All triggered alerts in NFA show up with UTC timestamps. This is specifically useful for teams

using NFA from multiple geographical time zones.

2.5.4 History of Alerts

All triggered alerts are saved in the History of Alerts section. Use the available options to search

and sort the alert incidents.

Alerts & Notifications O myAlerss
Al Sort by Prierity ~
Alert Name Triggered at Owner Actions
1 Bandwidth Level Close 1o Camemit 10: 07 AN 10,2219 Alex Williams Wiew Diatails @
High Lewel of TCP traffic larem ipsum dolor sit amet 12:07 Al 10,2219 Jahr Smith View Detalls  « @
1 Traffic Lorem ipsum dolor amet 11:07 AM 10.22.19 Alex Wiliarms Wiew [etails ®

NFA Documentation
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3. Management

3.1 Inventory

The Inventory section accumulates information about all types of network devices being used in
NFA and assigns them meaningful names. Devices must be assigned to locations/sites to further
enhance NFA’s grouping and filtering capabilities.

ry - Devices ~ a - v
©
4 SanFrancisco London aoesy (F
¥ Edged1 Fow: @ BGP: @ SNV @ b Bl & ‘:) ~ CISCO-ASR How, @  BGE: ( MMP. @ ke B 2 ‘)
~ R1741 Flow; ® BGP: @ e B & .:) R1 @
~ R19 Fiow. & BGP. & = Bd & ‘:)

3.1.1 Adding Devices

Add New Device )
To add a new device, go to Management >

i Inventory. Click the “ADD DEVICE” button in
s —— the top right corner. A dialog box will appear
and ask to provide the following information:
Device Name, Device Description, Device

R22

Exporter IP

185.34.202.224
Type, and Exporter IP.
Device ype
Router
Specify if you'd like to override the flow
|_| Override the flow sampling rate for this device 1 Sampling rate for the device you are adding_
D:.taong:rioriryfcradistir-ctsmofattritmes: ® Deﬁ ne and Set up the data Origin (Flow'
4 Usedata obtained from Flow protocols
& M R R R & BGP, or the Internal Database) priority for a
@ Use data obtained rom BGP © distinct set of attributes. Click “NEXT STEP”

to proceed.

NFA Documentation Page 35 of 76



NETWORK INTELLIGENCE

@ NOCTION Noction Flow Analyzer

Add New Device

General Location BGP Upstream/Downstream ASNs SNMP

Choose existing location

none or | CREATE NEW LOCATION

* Mame Description

Location name.

Select an existing location for your device

from the dropdown menu or choose to “Create
ciy o - New Location”. Proceed to the “NEXT STEP”
Address
Phone number
Upstraam ASNS Downstream ASN:

I e .I m

Add New Device
Enabling BGP data export from the device you

General Location BGP Upstream/Downstream ASNs SNMP a re a bout to add is optiona | .
B First, configure an iBGP or eBGP session
-/ that i already set to pear with NFA between NFA and your router(s).

() MoBGP data from this device

Next, fill out both OUR AS and PEER AS fields

o @ OMT . under the BGP settings tab for eBGP. With
eBGP, the route-reflector does not need to be
it configured, and the router side just needs to
e be set up as though it's a transit customer. If
OUR AS field is left blank, an iBGP session will
Router 0. Nopessword set (Optiona) (e ) be established.
BGP session [ @) The BGP SESSION control is set to ON by

default.

I ooy ..I m

Add New Device

General Location BGP Upstream/Downstream ASNs SNMP

NFA allows you to use the BGP data from

| Use BGP data from this device

e 6 i e another device that is already set to peer
") o dat fromthis dece with NFA. For this to happen, select the
Soastadin corresponding radio button and an existing
e device from the dropdown list. Proceed to the
“NEXT STEP”
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Add New Device

General Lecation BGP

Use the location's Upstream/Downstream ASNs List

! Use specific Upstream/Dowinstream AShs List

Upstream ASNS

64513 & X

Add New Device

General Lecation BGP

Mo SNMP
SNMF Host Address

SNMP Host Address
Securty Level

noAuthMoPriv

SNMP Encryption

NFA Documentation

Upstream/Downstream ASNs SNMP

Downsirear ASNS

64515 & X

Upstream/Downstream ASNs SNMP

| SMMP v2c

@

* SNMP Username

SNMP Username

SMAMP Contaxt name

(@) SHMP V3

SNMP Context name

Authentication Protoco

Noction Flow Analyzer

Feel free to indicate a list of upstream/
downstream ASNSs specific to your network.
The user-defined upstream/downstream
lists can be set for each device individually
or per a particular location.

Provide optional SNMP details for NFA to be
able to poll any device that supports MIB-
Il (a standard MIB), get interface names
and descriptions, and monitor bandwidth
usage on each interface.Both SNMPv2c
and SNMPv3 can be defined. Since SNMPv3
supports authentication and encryption,
we recommend using this version when
possible. Once set up, interface names and
descriptions will appear as the “narrow by”
options in NFA’s Data Explorer section.
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3.1.2 Managing Devices

All devices added to NFA are listed under Management > Inventory. Devices are grouped by
location. Small icons next to Flow, BGP and/or SNMP indicate their state. Click a small arrow next
to the device name to see the additional information such as the Exporter IP, Sample rate, Flow
type and Flow rate or turn ON/OFF the BGP session or SNMP.

Note: All devices exporting data to the system but not yet registered by admins are
automatically placed under the default “Unregistered” category. These can be named, edited
and registered as per your requirements.

Unregistered (1 Devices)

v 185.34.202.216

3.1.3 Deleting Devices

To delete a device you’ll need to deactivate it first. Click the OFF switch for a particular device.
Next, click the delete icon. A dialog box will appear asking you to confirm the deletion.

You are about to permanently delete device.
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NFA has a large set of configuration settings available in the front end to fine-tune the system’s
behavior.

All parameters are preset with the default values and are organized in groups:

* Configuration S€ttings

e SSL - Enables/disables SSL support

* SSL Redirect - Enables/disables SSL redirect from a non-SSL port

e SSL listening IPv4/IPv6 address - SSL (HTTPS) listening IPs

e SSL listening port - SSL (HTTPS) listening port

* Non-SSL IPv4/IPv6 listening address - Non-SSL (HTTP) listening IPs

* Non-SSL listening port - Non-SSL (HTTP) listening port

* Front-end access restriction - Enables/disables NFA front-end access restriction
* Allowed IP addresses - Lists the IPs or Subnets with access to the NFA frontend
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* NetFlow/J-Flow/NetStream/IPFIX listening port - Port on which the collector listens for NetFlow/J-
Flow/Netstream/IPFIX packets.

* sFlow listening port - Port on which collector listens for sFlow packets
e Buffer size (packets) - The incoming packets buffer size

* Flow stream stop event threshold (seconds) - If flows stream was stopped, it defines the period
of time after which FlowStreamStop event would be sent.

* Extended exporter address determination logic - Enables/Disables extended exporter address
determination logic using IPFIX/NetFlow informations elements: 403:originalExporterlPv4Address,
404:originalExporterlPv6Address, 130:exporterlPv4Address, 131:exporterlPv6Address

* BGP attributes Caching - Enables/Disables BGP attributes caching

e BGP Attributes cache size (in number of entries) - Specifies the maximum number of cache
entries in BGP attributes requester cache

* BGP attributes cache TTU (Time to Use) - Specifies the maximum number of seconds for TTU in
BGP attributes requester cache of an entry

¢ BGP attributes related requests timeout (milliseconds)

* Accept flow records from enabled devices only - when enabled, NFA accepts flow records sent by
exporter IP of the configured devices only

* Enable triggering of DNS PTR records lookup - enables/disables DNS PTR records lookup for the
IP flow source and destination addresses.

* KeepAlive message interval (seconds) - The interval between two consecutive BGP keepalive
messages

* Hold time interval (seconds) - Specifies how long NFA will wait for incoming BGP messages
before it assumes the neighbor is dead.
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gement + configuration Settings

* APId log level - Specifies the log level for APId. The drop-down menu lists log levels in order,
from most severe to least severe ones.

* Flowd log level - Specifies the log level for Flowd. The drop-down menu lists log levels in
order, from most severe to least severe ones.

* Aggd log level - Specifies the log level for Aggd. The drop-down menu lists log levels in order,
from most severe to least severe ones.

* BGPd log level - Specifies the log level for BGPd. The drop-down menu lists log levels in order,
from most severe to least severe ones.

¢ Alertd log level - Specifies the log level for Alertd. The drop-down menu lists log levels in
order, from most severe to least severe ones.

* Pushd log level - Specifies the log level for Pushd. The drop-down menu lists log levels in
order, from most severe to least severe ones.

e SNMPd log level - Specifies the log level for SNMPId. The drop-down menu lists log levels in
order, from most severe to least severe ones

* NAPId log level - Specifies the log level for NAPId. The drop-down menu lists log levels in
order, from most severe to least severe ones
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zevent « Configuration Settings

e Collector datal granularity (minutes) - Specifies the aggregation granularity for data stored in flows1 table
e Collector data2 granularity (minutes) - Specifies the aggregation granularity for data stored in flows2 table
e Collector data3 granularity (minutes) - Specifies the aggregation granularity for data stored in flows3 table
e Collector datal keep time (minutes) - Specifies the time for which to keep data in flows1 table

e Collector data2 keep time (minutes) - Specifies the time for which to keep data in flows2 table

e Collector data3 keep time (minutes) - Specifies the time for which to keep data in flows3 table

* BGP data keep time (days) - Specifies the time to keep data in the BGP table (used for BGP Report).

* Changes all settings back to the default values.

* Configuration S€ttings

Report Cache

* Query caching - Enables/disables caching of the query results
e Cached query lifetime (minutes) - Specifies the lifetime of the cached query
* Query cache max size (megabytes) - Specifies the maximum cache size
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zevent « Configuration Settings

e Collector datal granularity (minutes) - Specifies the aggregation granularity for data stored in flows1 table
e Collector data2 granularity (minutes) - Specifies the aggregation granularity for data stored in flows2 table
e Collector data3 granularity (minutes) - Specifies the aggregation granularity for data stored in flows3 table
e Collector datal keep time (minutes) - Specifies the time for which to keep data in flows1 table

e Collector data2 keep time (minutes) - Specifies the time for which to keep data in flows2 table

e Collector data3 keep time (minutes) - Specifies the time for which to keep data in flows3 table

* BGP data keep time (days) - Specifies the time to keep data in the BGP table (used for BGP Report).

* Changes all settings back to the default values.

* Configuration S€ttings

Report Cache

* Query caching - Enables/disables caching of the query results
e Cached query lifetime (minutes) - Specifies the lifetime of the cached query
* Query cache max size (megabytes) - Specifies the maximum cache size
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it = Configuration Settings

* Time between successive interface info requests (seconds) - The time interval between
requests for the available interface details sent out by NFA.

e SNMP requests timeout (seconds) - The time interval that NFA waits for a response message
from an agent. Increase the SNMP timeout value if there is higher latency in your network.

* Number of retries before failing a request - If a response from an SNMP Agent is not received
before the timeout, then NFA retries the request the indicated number of times before
reporting a failure.

e Maximum number of repetitions for GetBulk request - value for max repetitions field in the
GETBULK PDU

Custom Groups allow you to streamline and logically organize your network analysis experience
by creating unique sets of data parameters to personalize your view in many areas of the
Noction Flow Analyzer. For instance, you can create custom IP groups for your company’s specific
departments, various geographic locations, or any other administrative/business requirement.
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Once created, these can be used as custom filters when running queries in Data Explorer,
creating widgets, setting up alerts, etc.

You can define custom groups based on IP address, Autonomous System Number (ASN), or
Application Name.

Create Group
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You can add individual records manually or import multiple records at once by uploading a CSV
or TSV file.

Add Entries

You have the option to either overwrite the existing data or append new data to it.

Upload CSV/TSV File

Upload options

The uploaded data will be displayed on the interface upon successful import.

Add Entries
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3.4 DICTIONARIES
3.4.1 MAC Addresses

Go to Management > Dictionaries > MAC addresses to assign specific names to the MAC
address records of interest. Whether you’'re tracking device connections, identifying anomalies,
or enhancing your security protocols, the availability of a MAC address dictionary can streamline
the completion of your recurrent network analysis and reporting tasks. Additionally, the entire
dictionary can be loaded from a CSV or TSV file, using a template provided on the page

= MAC Addresses

3.4.2 PTR Records

Go to the PTR Records tab under Management > Dictionaries to resolve IP addresses for specially
crafted domain names. The result of the lookup is either a domain name that represents the
reverse symbolic name or nothing (empty response).
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3.5 SYSTEM NOTIFICATIONS

3.5.1 System Notifications Overview

System notifications are used to communicate to users the state of their NFA instance and/or
any of its components. They are triggered by a range of preconfigured system-level events.

The list of events that can generate notifications is provided below.

Once an NFA component is started, stopped or reconfigured it raises the following events:

* Component Start: OK  Component Reconfig: OK
Component Start: Error Component Reconfig: Error
Component Stop: OK Config Validation: OK
Component Stop: Error Config Validation: Error

BGPd raises the following events when BGP sessions are established/disconnected:

e NFA BGP session disconnected
e NFA BGP session established

FLOW(d raises the following events when Flow Stream is Started/Stopped:

* Flow Stream Start
* Flow Stream Stop

3.5.2 System Notification Channels Configuration

In order for notifications to be delivered correctly, the corresponding Email, Telegram, Mattermost,
or Slack channel configuration shall be provided. Go to Management > System Notifications >
Notification Channels.

=+ Metification Channels

Email Channel Configuration

‘“} Slack Channel Configuration

Mattermost Channel Configuration

Ty Microsoft Teams Channel Configuration

Microsoft Teams URL
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For the email channel configuration, specify the actual Email server and Server port as well as the
sender of email messages that will show in the receiver’s inbox, optionally select encryption and set
a password. For Slack, Microsoft Teams and Mattermost channels configuration, specify the bot name
and/or URL. For Telegram, provide the proper bot token. For the PagerDuty Channel Configuration,
provide the routing key.

3.5.3 System Notification Subscriptions
System Notifications are sent only if a valid subscription to events has been created.

Find the list of your active subscriptions under Management > System Notifications > Notification
Subscriptions. Search through existing subscriptions, sort, view, edit, or delete them.

catons + Notification Subscriptions

Subscription Name & Last Edited Created

Component Start 0519425

To create a new subscription click the “Create
New Subscription New Subscription” button in the top right
corner. A popup window will appear. Under the
"Configuration” tab, provide your subscription
topic and description. Choose the proper group
or use the quick search option to find and
checkmark the desired event(s). Hit “Save”.

NOTIFY ON FOLLOWING EVENTS

All Components

Config Validation Ok Config Validation Error

Bgp Session Established Flow Stream Start
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Now, under the “Details” tab, introduce the
“Interval between notifications” as well as the
destination email or Slack channel. Optionally,
specify when to Snooze Notifications if desired
and hit “

New Subscription

Email

SNOOZE ALERT NOTIFICATIONS

Day of the week

Please choose

When a subscribed event is fired NFA will send notifications. The notification email will consist
of the following:

1. Subscription topic as specified in the subscription
2. From email address - as configured in the email channel

3. Time - date-time of the last event that caused the notification. In case of rate limitation,
this might be older than the time of the email.

4. Textual description of the event and any related details.

5. Older events which have been retained due to rate limitations. Keep in mind that all
past events are aggregated into a single email.
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3.6 User Management and User Directories

3.6.1 User Management

NFA includes a User Management function accessible under Management main menu section,
that allows the following:

* review and filter the list of users

edit and delete existing user records

add new users

3.6.2 LDAP User Directories

LDAP user directories can be added, updated and removed from NFA by accessing Management
> User Management. Each user directory takes a series of parameters specific for the protocol.

Note: All operations with DNs (initial bind DN, group DNs, user names) are case insensitive and
also strip redundant whitespace.

Refer to individual protocol documentation for how to correctly configure one or another user
directory.

The example below offers a generic set of parameters required to configure NFA to use Active
Directory for access management.
The general tab covers:

* User directory name - the name assigned to the directory within NFA

* User directory type

* State - a toggle to enable or disable a user directory,

* Order specifies when this user directory will be examined by NFA compared to other user
directories
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The

Add New LDAP Directory

Genera Server

User Directory Name

LDAP_NOCTION

server tab covers:

User directory hostname in the form of either IP address or domain name (LDAP/LDAPS)
User directory port

SSL, TLS, or no encryption selector

Certificate verification toggle and TLS CA Certificate file options in case the TLS encryption
is selected

The binding user name that NFA uses to authenticate itself

Bind password assigned to NFA

Add New LDAP Directory

Genera

Hostname

ldap.example.com

TLS CA Certificate file:

Certificate Verification

@& eindDn

de=example,dc=com Mo password set

The user schema tab covers:

NFA

The Generic, LDAP POSIX, or Active Directory type selector
Base DN specifies the root distinguished name and user subtree
Object Class - an attribute that defines the characteristics of an object in the directory

Object Filter - a search criterion used to find objects in the directory that match a specific set
of attributes

Username, Email, and Full Name fields map the User Directory attributes to NFA user attributes
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Add New LDAP Directory

LDAP POSIX

Base DN

dc=noction,dc=com

(objectclass=posixAccount)

Username Attribute Email Attribute

uld mall

The group schema tab covers:
* The Generic, LDAP POSIX, or Active Directory type selector
* Base DN specifies the root distinguished name and user subtree
* Object Class - an attribute that defines the characteristics of an object in the directory

* Object Filter - a search criterion used to find objects in the directory that match a specific
set of attributes

* Group ldentifier, Group Member Identifier, Member Identifier fields map the User Directory
attributes to NFA user attributes

Add New LDAP Directory

LDAP POSIX Enabled

Group ldentifier Attribute

fember Identifier Attribute

posixGroup memberUid

Object Filter Member |dentifier Attribute

(objectClass=posixGroup) uid
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The role map tab covers:
* LDAP Group Role
* |Internal NFA role (Admin / User)

Add New LDAP Directory

Internal Role

Please choose

TACACS+ user directories can be added, updated and removed from NFA by accessing

Management > User Management. User directory takes a series of parameters specific for the
protocol.

The general tab covers:

* User directory name - the name assigned to the directory within NFA

» State - a toggle to enable or disable a user directory,

* Order specifies when this user directory will be examined by NFA compared to other user
directories

Add New TACACS Directory

The server tab covers:

* User directory hostname in the form of either IP address or domain name
* User directory port

* Encryption key
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Add New TACACS Directory

The group schema tab covers:
* The Service parameter

* The Argument Key

Add New TACACS Directory

Group Schema

configuration

Enabled

Service Argument key

The role map tab covers:
 TACACS Group Role
* Internal NFA role (Admin / User)

Add New TACACS Directory
Group Schema

Internal Role
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Google OIDC (OpenID Connect) authentication provides a standardized method for users to log
in to an application using their Google account.

How it works in NFA:

Set the Application Server Host

Navigate to Management —» Configuration Settings — Global, and configure the application
server host.

Create an OAuth2 Client in Google Developers Console.

Go to the Google Developers Console. Create a new OAuth 2.0 Client ID. After creation, you’ll
receive a Client ID and Client Secret.

Configure Identity Provider in NFA
Go to Management —» User Management. Click on “Add New ldentity Provider”.

Enter the Client ID and Client Secret you received from the Google Developers Console.

Register the Google IdP

Google P
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Set Up Redirect URI
The callback URI will be shown in the frontend after adding the identity provider.

TACACS

on/Off Name

Copy this URI and add it to the Authorized Redirect URIs section in the Google Developers
Console.

Authorized redirect URIs @

For use with requests from a web server

URIs 1 *
[ https://www.example.com

| + Add URI

Mote: [t may take 5 minutes to a few hours for settings to take effect

Cancel

Copy this URI and add it to the Authorized Redirect URIs section in the Google Developers
Console.
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Log In Using SSO

), NOCTION
FLOW ANALYZER

Click SSO login.

RADIUS (Remote Authentication Dial-In User Service) is a network protocol and service used to

provide:
Authentication - Verifying a user’s identity.

Authorization - Determining what resources the user is allowed to access.
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How to use Radius in NFA:
Stepl:
Provide the following details:
1. State - Enable or disable the RADIUS service.

2. Name - A friendly name for the RADIUS server
(for easy identification).

3. Order - The priority or order in which this server
should be used, in case multiple RADIUS servers

Step2:
Provide the following details:
Hostname

The server’s address (either an IP or a fully-qualified
domain name).

Port

The UDP port RADIUS listens on (default: 1812 for
authentication).

Timeout

How long (in seconds) should the client wait for a
response before retrying.

Secret Key

The shared secret used to encrypt and validate
messages (write-only; you won’t be able to read it
back once saved).

NFA Documentation

Radius Configuration

@ General

Main-RADIUS

Order

Radius Configuration

ﬁ General

m; Sunaer

HOsmama

@ role map

Noction Flow Analyzer
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Step3:
In this step, you define how users are assigned Radius Configurstion
roles based on attributes received from the RADIUS
server.

ﬁ General

% ST

You need to provide:

1- Attribute Key @ Hole Map
- The name of the RADIUS attribute (e.qg. Class,
Filter-Id, Reply-Message).

Usa Role Mapping (3}

2. Attribute Value
- The expected value of that attribute (e.g. admin,
employee, groupl). Mappings )
3. Internal Role
- The role to assign within your system if the
attribute matches. Common roles:
- user
- admin

x emplopad user 3

You can add one or more RADIUS services. Each service can be edited or deleted as needed.
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NFA uses a built-in certificate by default. To choose and apply a custom certificate that aligns
with your security policies, go to Management > Configuration Settings > SSL/TLS certificates
and click the Add new certificate button in the corresponding section. Introduce the certificate
body, an optional chain, as well as the private key, and hit SUBMIT.

t * Configuration Settings

Custom certificate

Built-in  State (2 Valid @  inUse
Jires: 725 days Valid from: 05/14/25 /alid to: 05/14427

C=US 5T=CA L=Sunnyvale O=MNoction OU=Flow Analyzer CN=g6-u22.dev.noction.com
emailAddress=support@noction.com

ject: C=US ST=CA L=Sunnyvale O=Noction OU=Flow Analyzer CN=g6-u22.dev.noction.com
emailAddress=support@noction.com

Go to Management > Configuration Settings > Personalization and upload a custom logo for a
personalized touch to your NFA interface.

it * Configuration Settings

Customize Your Logo
= by i ;':l-: ading your company's unigue logo

clude PNG, JPEG, 5VG.
le sizeis 1 MB.

Upload the Main Logo:
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3.9 License Status

NFA is a licensed product and requires users to obtain and register their license in the application.

The license status is accessed by clicking on the key icon in the left side bar and selecting the
License option.

License Status - Recurrent 36 days remaining

Noction Flow Analyzer Recurrent Subscription
License ID -
Addons - Bgp

CHANGE SUBSCRIPTION

License status offers:
* option to activate a license by means of an activation key
* information about the current license & add-on status and the remaining days till expiration

PURCHASE LICENSE redirects users to Noction’s billing system to place an order for a license.

3.10 APl Documentation

Noction Flow Analyzer API provides a wide range of capabilities to access NFA data. It lets users
read all the resources including dashboards, widgets, devices, alerts, filters, reports, and more.
Some of these resources are read-only and some can also be created/edited/deleted via the
APIl. The APl documentation is available via the NFA’s frontend under the Management > API
Documentation section.
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All endpoints in the NFA are thoroughly documented and displayed with comprehensive details.
Each endpoint includes a clear description of its functionality, a detailed request body specifying
the required parameters, the content type expected in the request, a schema outlining the
structure of the request data, the expected response format, and the corresponding response
codes that signify the outcome of the request.

fauthentication/oidc/google/{

Jauthentication/oldc/google/{idt/callbac

flogin

Catnchone
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Upon successful authentication, the server responds with a token. This token grants access to
additional functionalities and endpoints within the application.

Cankle: iE) @ ]
K s Damain Expires  Hitpon y Bacure
raction_k a7dtEsEd . rfalosal o sz, 10 Sap s falsa
ccccc i SRIAZLYO itz iocal Session ruz m

Additionally, Postman provides a cURL command, enabling us to make requests directly from
the terminal.

Cetestions
w  new_calectian

Below is an example of an endpoint used to extract flow data for a specified time range, with the
start time set to 2024-06-11T06:17:29Z and the end time set to 2024-06-11T10:17:29Z. The
request utilizes query parameters and a JSON object in the request body.

Caections

.........

2024-06-NTOEA7:292

024-06-11TH 17 302

aries

ascanding

& S 0GR Teow 37w Sie ERKE  [5) Saveas axample
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Presented here are the request body and response body for our request.

& My Workspace How  Impert T Cowmrviow T g GET Flonry mmports . ¥ = o i 3
gl + = B e i i ik P
Calesticns
“ new_cotectian
= et Jogin GET - htips=ffraacal; Terart-tine= 7024-D6-TTT0E: AIME= 202408 TIT 17202 gro, crugstu -ty ¥ o m 5]
ks
o flows 1a
S TP Paiamse  Aulhorizalicn e Headws (1) Bodys  Solpts  Tests  Sectigs Coukles I
Huiw none form-data ) e-wwa-form-urlencoded @ raw hinary Graph@lL  Text «
1 {"cordition” s and®,” ules”:[]" Comparisonlperator” :'eq”, "key® :Tdst-ngor, “value”:[70.5.0.8°3311 T
any vaacars [17) - Tast Ha @ 04 CK 8 =l t
Hraity saw sl = 1 O
...... teer |
i
ol r = TIEERE [T I
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3.11 NFA Version

NFA Version info is available to be able to manage the change and configuration of the application.
It can access it by clicking the version number in the bottom-left corner of the sidebar.

3.12 Changelog

The Changelog section is available in the Version view. You can access it by clicking the version
number in the bottom-left corner of the sidebar. It provides a complete list of improvements and
bug fixes for each NFA version.

3.13 Billing Info

To access billing information, go to License (key icon in the left sidebar) > Billing Info. The link
will redirect you to the NFA Billing page. Use the credentials you've specified when initially
requesting an NFA license to login.
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4. User Profile, Requirements and Support

The user profile helps in associating characteristics with a specific user and helps to ascertain
the interactive behavior of the user along with preferences.

Users with administrative rights have access to and can edit any user profile. Users without
admin rights have access to and can edit their user profile only.

The Profile page is thoughtfully organized into four distinct sections: Account, Personalization,
Security, and Sessions.

Account: This section displays essential details such as your Username, Email, and Full
Name. For internal users, there is the flexibility to update both the Email and Full Name.

Personalization: Here, you can tailor your user experience by selecting your preferred
Interface theme—with options like Auto, Dark, and Light. Additionally, you have the ability
to customize the Date and Time format to suit your preferences.

Security: In this section, you can enhance your account’'s security by updating your
password. Simply enter your current password, then input your desired new password. If
you prefer, you can also opt for the system to generate a secure password automatically
by clicking on “Generate password.”

Sessions: This section provides a comprehensive overview of all your active sessions,
displaying details such as Operating System (OS), Browser, and IP Address. You have the
option to terminate any session or end all sessions with a single click—except for your
current session, which remains protected from termination.

API Keys: An API key is a unique identifier used to authenticate a user making requests
to an API. This approach offers a major advantage: it enables seamless integration with
other applications. Different systems can communicate securely using API keys, allowing
one application to access NFA services or data without needing a user login.

Browser Notifications: Enable browser notifications to receive real-time updates and
notifications even when you’'re away from NFA. Browser notifications are different from
the mandatory in-app notifications, which are enabled by default.
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APl Keys section contains:
- Name
- Secret Key
- Last used
- Created

2 AP Keys L\ Browser notification
& =

By clicking on “Create new secret key”, you will need to specify the name of the API key.

Create new secret key

Once the API key is generated, store it in a safe and accessible location. For security reasons,
you won’t be able to view it again. The list of APl keys will be displayed in the API Keys section,
where you can edit the name of any key or delete specific keys as needed.
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4.2 System Requirements

Hardware Requirements:

 x86_64 architecture

* Minimum 4x core CPU (8x core CPU recommended), SSE4.2 support

* Minimum 32GB of RAM (64GB RAM recommended; 128GB RAM - optimal)

* Minimum 250GB SSD storage (500GB SSD storage recommended) allocated to the /var
partition

Software Requirements:
* Ubuntu 22.04, Ubuntu 22.04 or Ubuntu 24.04 LTS

Please note that NFA can also be installed on a server running RHEL 8 / RHEL 9. The minimum
system requirements assume default configuration. Significantly increasing the flow collection
rate might cause additional load on a server, thus requiring extra memory or a larger CPU.

Hardware resources depend on the amount of flows/s exported to NFA. For each additional
1,000 flows/sec, 1 GB of RAM and 0.2 of vCPU are required. An additional 2 GB of RAM and 4
vCPU are required when the BGP add-on is used. Values are directly proportional: RAM and
vCPU numbers per 1,000 flows/sec.

For instance: 40,000 flows/sec will require 40 GB of RAM and 8 vCPU, plus 2 GB of RAM and 4
vCPU in case a BGP add-on is used.

4.3 Support

Noction support team is available 24/7. Please contact our support team by emailing
support@noction.com or by calling +1 (650) 903-7028.

5. Flow export configuration on network devices

Cisco XE:

The NetFlow infrastructure is based on the configuration and use of the following maps:

 Exporter Map
 Sampler Map
* Flow Monitor Map

1. Exporter Map. To configure the Exporter map, you need to define the destination (flow
collector), the source interface, the port used for exporting, the version of NetFlow, and the
timeout rates:

NFA Documentation Page 70 of 76



@ NOCTION Noction Flow Analyzer

NETWORK INTELLIGENCE

router (config) # flow exporter-map EM

router (config-fem) # destination 10.1.1.5

router (config-fem) # source gi0/0

router (config-fem) # transport udp 2055

router (config-fem) # version v9

router (config-fem) # template data timeout 60

router (config-fem) # options interface-table timeout 60
router (config-fem) # exit

2. Sampler Map (defines the sample rate):

router (config) # sampler-map SM
router (config-sm) # random 1 out-of 1000
router (config) # exit

3. Flow Monitor Map. The Flow Monitor map defines the cache timeout values and associates the
exporter map with this map:

router (config) # flow monitor-map FMM

router (config-fmm) # record ipv4

router (config-fmm) # exporter EM

router (config-fmm) # cache timeout active 60
router (config-fmm) # cache timeout inactive 60
router (config-fmm) # exit

4. Apply the maps to the interfaces.Now that you have your maps defined, you need to apply the
Flow Monitor and Sampler maps to each of the provider interfaces:

router (config) # interface Gi0/0
router (config-if) # flow ipv4 monitor FMM sampler SM egress
router (config-if) # exit

Cisco XE: Cisco 10S:

flow exporter EXPORTER-1
destination 172.16.10.2
export-protocol netflow-v9
transport udp 2055

exit

!

ip flow-export version 9

ip flow-export destination $NFA IP 2055
interface $Interface to ISPl

ip flow ingress

ip flow egress

flow record v4 ril
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
!
flow monitor FLOW-MONITOR-1
record v4 rl
exporter EXPORTER-1
!
interface GigabitEthernet 0/0/0
ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
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jFlow-ipfix:

chassis {
fpc 0 {
sampling-instance nfa-instance;
}
}
interfaces {
xe-0/0/0 {
unit 0 {
family inet {
sampling {
input;
output;

}
forwarding-options {
sampling {
instance {
instl {
input {
rate 1024;
}
family inet ({

output ({
flow-server X.X.X.X {
port 2055;
version-ipfix {

template {
ipfix-templatev4;
}

}
inline-jflow {
source-address Y.Y.Y.Y;

}

}
services {
flow-monitoring {
version-ipfix {
template ipfix-templatev4d ({
flow-active-timeout 60;
flow-inactive-timeout 60;
template-refresh-rate {
seconds 60;

}
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ipvé4-template;

}

X.X.X.X - IP address of NFA server
Y.YY.Y - source IP address of flow packets (router IP address)

jFlow-v9:

chassis {
fpc 0 {
sampling-instance nfa-instance;
}
}

interfaces {
xe-0/0/0 {
unit 0 {
family inet {
sampling {
input;
output;

}
}
forwarding-options {
sampling {
instance {
nfa-instance {
input {
rate 1024;
}
family inet {
output ({
flow-server X.X.X. X {
port 2055;
version9 {
template {
v9-templatev4;
}
}
}
inline-‘jflow {
source-address Y.Y.Y.Y;

}

}
}

services {
flow-monitoring {
version9 {
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template v9-templatev4 {
flow-active-timeout 60;
flow-inactive-timeout 60;
template-refresh-rate {
seconds 60;

}
ipvé4-template;

}

X.X.X.X - IP address of NFA server
Y.YY.Y - source IP address of flow packets (router IP address)

sFLOW-Arista:

sflow run

sflow source $SOURCE

sflow destination $DESTINATION S$PORT
sflow polling-interval 10

sflow sample $SAMPLING-RATE
!

By default the global enabled sflow will export the flow from all interfaces.
To disable the flow export on specific interface the #no sflow enable# is used in interface config
mode #(config-if)

Mikrotik:

ip traffic-flow set interfaces=$ISP cache-entries=1M enabled=yes active-flow-
timeout=5 inactive-flow-timeout=60

ip traffic-flow target set dst-address=$NFA IP port=2055 src-address=$ROUTER IP
version=9 v9-template-refresh=100 v9-template-timeout=300

Huawei NetStream:

1. Configure NetStream sampling
[Router] interface <$upstream;interface>
[Router-Supstream interface] ip netstream sampler fix-packets 1200 inbound
[Router-Supstream interface] ip netstream sampler fix-packets 1200 outbound
[Router-Supstream interface] quit

2. Configure NetStream flow aging
[Router] ip netstream timeout active 20

[Router] ip netstream timeout inactive 100
[Router] ip netstream tcp-flag enable

NFA Documentation Page 74 of 76



NETWORK INTELLIGENCE

@ NOCTION Noction Flow Analyzer

3. Configure NetStream original flow statistics exporting

[Router] ip netstream export source $router source IP
[Router] ip netstream export host $NFA IP 2055

4. Configure the version for the exported packets
[Router] ip netstream export version 9

5. Enable flow statistics collection on the interface
[Router] interface <$upstream;interface>
[Router-Supstream interface] ip netstream inbound

[Router-Supstream interface] ip netstream outbound
[Router-Supstream interface] quit
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